INSTALLING Ci1sco CLEAN ACCESSON A MAC

1. Double click on Safari @ (If your homepage is set to “Blank,” please enter a website
to be redirected to the login page).
2. Click Continue on the “Safari can’t verify the identity of the website” window.
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3. Enter your e-mail address and e-mail password in the correct fields and click on Login.
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OBTAINING INTERNET ACCESS IN THE RESIDENCE HALLS

To ensure that each student machine is adequately protected from viruses before attaching to the Lewis Network to access the
Pt by Cis Gl A Internet in the residence halls, you will need to download and install Clean Access Agent, critical Windows Updates and
Symantec Anti-Virus (v11) software.

COMPUTER SPECIFICATIONS

Beginning with the Fall 2009 semester, we will require all studeat computers that attach to the Lewis Network (in the residence
hall, or public wired connections) to meet or exceed the following minimum standards:

« CPU: Mustbe 1.0 GH or higher
« Operating System: Must be Windows XP (32-bit), Vista (32-bit) or Mac OS 10.4 or higher
* Memory Requirements (RAM):

‘Windows XP - 256MB of available RAM
Mac 08-X - 256MB.

» Network Interface Card
® At least 2GB of free hard drive space

4. Click on the Download it here link to begin the process to download and install the root
certificate.
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Network Security Notice: This network is protected by the Clean Access Agent, a component of the Cisco Cean Access Sulte, The Cean
Access Agent ensures that your computer meets the requirements for accessing this network, and helps you leep your computer secure and

up-to-cate.
You have to install the root certificate into the certificate keyChal

Please use the Cean Access Agent to og i to the network,

1f you don't have the Clean Access Agent software yet, download it by dicking the button below. After d joading the flle, run it
to compiete the instafation,

1f you have already downioaded and instalied the Clean Access Agent, please close this window and right-cick the Clean Access Agent icon in
the system tray and choose Login from the menu. Enter your usual network user name and password In the login window.

Note: If you are already running the NAC Agent and you are connected through a siower connection (such as VPN or dal-up), please wait as
it might take a few moments for the Agent to pop up.




5. Once the download is complete for the file chain.pem, click on the Clear button.

Note: Each download destination folder will be different for each user. Please be aware of the
download destination. (To view the destination folder, right click on the chain.pem file and select

Show in Finder).
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6. Go to the file download location and double click on the chain.pem add the certificate. Click on
OK when asked: “Do you want to add the certificate from the file chain.pem to the keychain?”

(You may be prompted for the Administrator login information/authorization).
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7. Select to Always Trust the certificate. (You may be prompted for the Administrator login

information/authorization).
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8. After you have installed the certificate, go back to the installation page and double click

on the Download Clean Access Agent. button.



9.

10.

Please use the Cean Access Agent to iog i to the network,

to compiete the instafation,

it might take a few moments for the Agent to pop up.

Network Security Notice: This network is protected by the Clean Acoess Agent, a component of the Cisco Cean Access Sulte, The Cean
Access Agent ensures that your computer meets the requirements for accessing this network, and helps you keep your computer secure and
up-to-cate.

You have to install the root certificate into the certificate keyChains: Download it here

1f you don't have the Clean Access Agent software yet, download it by dicking the button below. After di ioading the ir file, run it

1f you have already downicaded and instalied the Clean Access Agent, please close this window and right-cick the Clean Access Agent icon in
the system tray and choose Login from the menu, Enter your usual network user name and password In the login window.

Note: If you are already running the NAC Agent and you are connected through a siower connection (such as VPN or dal-up), ploase wait as

Once the download is complete for the file
CCAAgent_MacOSX.tar, click on the Clear button.

Note: Each download destination folder will be different for
each user. Please be aware of the download destination. (To

view the destination folder, right click on the chain.pem file and

select Show in Finder).
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Go to the file download location and double click on the CCAAgent_MacOSX.tar to
unzip the CCAAgent.pkg file. Once unzipped, double click on the CCAAgent.pkg file

to begin the installation of Clean Access.
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11. Click Continue on the “Welcome to the Cisco Clean Access Agent Installer” window.



= Install Gisco © ;

Welcome to the Cisco Clean Access Agent Installer

-

You will be guided through the steps necessary to
install this software.

12. Select the destination to install Clean Access on the “Select Destination” window and
click Continue.

0 & Install Cisco Clean Access Agent

Select a Destination
/—\ Select the volume where you want to install the Cisco

Clean Access Agent software.

)

Mac 10.5
39.3 CB available
74.4 GB rotal

Installing this software requires no additional space.

You have chosen to install this software on the volume "Mac
10.5"

13. Click Continue on the “Important Information” window.

Important Information

Cisco Clean Access Agentv 4.5.0.0 for Mac 08 X (c) 2006-2008.
@ Introduction
Welcome to the Cisco Clean Access Agentinstaller for Mac OS X. This
wversion currently supports Mac OS versions 10.4 and above. Please
upgrade your Mac OS to at least version 10.4.

The Clean Access Agent automatically detects the presence of the Cisco
NAC Appliance Server on the network, and allows users to authenticate
and access the network.

Thank you for using the Cisco Clean Access Agent.

( Print... ) ( Save... ) (: Co Back ) (:Continue )

14. Click Install on the “Standard Install on Macintosh HD”” window. (You may be prompted
for your Administrator login information/authorization).
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Standard Install on “Mac 10.5”

© Introduction

£ Read Me I )
Click Install to perform a standard installation of

© Destination Select this software on the volume "Mac 10.5".
6 Installation T ]
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Summary

_ Change Install Location...

GoBack ) Install )

15. Click Close on the “Installation completed successfully” window.
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Installation completed successfully

© Introduction

£ Read Me | J

© Destination Select
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C\ Install Succeeded
© Summary

The software was successfully installed.

16. The log in screen will appear. Enter your full e-mail address for the User Name and
your e-mail password for the Password. Select Remember Me and click on Login.

Cisco Clean Access Agent Ver.4.5.0.0

ll|lll|l|
CIsCO

User Name:

Password:

V] Remember Me

Provider: Active Directory ZI

Cancel ) ( Login )

17. After you have installed Clean Access and logged for the first time, you will be promted
to download and install Antivirus software.

18. If you receive temporary access, click on Remediate to be redirected to the list of Clean
Access supported antivirus software.
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e Toinstall one of the Clean Access supported Antivirus programs on the list, click
on a link and follow the instructions. Please note that some of the programs are
free and some require purchase at your own expense.

e To update the definitions of one Clean Access supported Antivirus programs on
the list, please see vendor specific instructions.
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OBTAINING A SUPPORTED ANTI-VIRUS SOFTWARE

Please verify that ane of the following anti-virus software programs is installed on your computer: If you do not have ane of the supported anti-virus software programs, one can be
dovnioaded from the list below. Flease note: While some of the vendors below offer a free version, others require you to purchase the sofiware. This will be a your own expense.

Windows
+ Avast

- BNG

+ ClamAV

* Kaspersky

+ McAfee

+ Microsoft Security Essentials
« Sophos

+ Trend Micro

Mac 08-X

+ Avast

+ Kaspersky

« Trend Micro

+ Symantec / Norton

19. Once you have successfully installed one of the Clean Access supported Antivirus
programs, click on Complete, OK.

Note:

After you have successfully installed Clean Access, you will notice the Clean Access icon on
your Menu Bar. You will be able to set the Auto Popup Login Window, Log-in and Quit
Clean Access from this menu.
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Login

v Auto Popup Login Window
About
Quit




INSTALLING Ci1sco CLEAN ACCESSON A MAC
CERTIFICATE ERROR

If you are getting the error message “Cisco Clean Access Agent is having problem
communicating with NAC appliance server” after logging into the network or the login screen
continues to pop-up, please have follow steps 4-7 again. This should resolve the issue. This error
message means one of the following:

e The new certificate is not set as “Always Trusted,”

e The new certificate is not installed, or

e The old certificate from a previous installation is the only certificate installed and set to
“Always Trusted.” A newer certificate needs to be installed and set to “Always Trusted.”

Cisco Clean Access Agent Ver.4.7.1.506

= Cisco Clean Access Agent is having
/@ problem communicating with NAC
appliance server.

This could be caused by the Secured Transport

Communication(SSL). Please make sure the certificate
on the NAC Appliance server is valid(use Domain
Name and date/time MUST not expire). If the NAC
Appliance uses the temporary certificate, you have to
install the root certificate into certificate KeyChains.
(Name on the certificate is ‘cas-
dorms.students.lewisu.local’)

Provider: Active Directory v

( Cancel ) ( Login )
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